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/ 1dentity Architectures

Challenges of Digital Identities

Us::d:‘.h‘ty
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/ Locus of Control

Identity Architectures

SR

J Degree of

{ Federated (IdP with Consent) Autonomy

[ Centralized (Administrative) J
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/ |dentity Architectures

Centralized Identity Model (Administrative)

Account
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[ Federated (User-Centered) ]

[ Centralized (Administrative) ]

Degree of
Autonomy

/8



/ Identity Architectures

Federated Identity Model (User-Centered)

Account

SAMLAO
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/ Identity Architectures

Self-Sovereign Identities (Decentralized)

[ Federated (User-Centered) ]

Degree of
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)

Centralized (Administrative)

—

Present
Credential
Issued (Selective
Credential Disclosure)

>

« Government
« Academia
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/ l1dentity-Architectures

Self-Sovereign Identity Principles

Security

SVA System Vertrieb Alexander GmbH
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/ The Vision: eIDAS 2.0 & EU Wallets

The Road to elDAS 2

2014 2024

Adoption of eIDAS 2

Adoption of the eIDAS
regulation (910/2014)

revision (2024/1183)

2027-...

Public and Private
Services must
accept the EU Digital

) Identity Wallet for
2026 2027 Authentication /
Wallets widely

available in all

member states
Each member state

2024-2025 must offer at least one
EUDI Wallets wallet.
Implementing Acts o

Certification, Protocols
and interfaces, Personal
identification data

_ _ European Digital Identity ®
National electronic Framework
identification schemes
(elDs) ()

4¢/
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/ The Vision: eIDAS 2.0 & EU Wallets

elDAS 2.0 Use Cases

Banking & Education Access Public
Payments Certification Services

&
=
= ==
=
-

N
—

53

Health & Social Travel & Telecom Sign Contracts
Secu"ty Use Cases of the EUDI Wallet

SVA System Vertrieb Alexander GmbH B USi ness Wa | |etS
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/ The Vision: eIDAS 2.0 & EU Wallets Vision

EUDI-Wallet Ecosystem Roles

SVA System Vertrieb Alexander GmbH

Trusted
service
provider

Orchestrator

Issuer

*PID issuer
*Document

issuer

Wallet
provider
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/ The Vision: eIDAS 2.0 & EU Wallets

SPRIN-D Funke EUDI-Wallet Prototypes

LSP POTENTIAL Use-Case German Relying Parties

Use Case 1: eGov Services wwWallet

5 Finanzgruppe
Deutscher Sparkassen-
und Giroverband

, . . R : . ¥ Redcare
L]
Use Case 6: ePrescription Ubique Animo OHARMACY

, https://www.sprind.org/en/actions/challenges/eudi-wallet-prototypes
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/ The Vision: eIDAS 2.0 & EU Wallets

EUDI-Wallet: From Sandbox to Go-Live

4 4 . .

R EAA ' o Go-live of the national Market oper;ing
FID fanetion I Fronotion i EUDI Wallet alternative Wallet
Sandbox the Sandbox

02.01.2027 provider January 2028

Scope of the first stage of the certified national EUDI
Wallet (Go-Live: January 2027)

PID EAA

Further wallet functions to be implemented:

Pseudonymous Payment

QES . —_—
Login authorization

Join the sandbox community:

https://eudi-wallet.gov.de/en/ecosystem-knowledge-center
SVA System Vertrieb Alexander GmbH 117
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/ The Vision: eIDAS 2.0 & EU Wallets

EUDI-Wallet: Initial PID Issuance Workflow

< X

You create your digital ID using your
ID card:

e
12,08, 1983 ‘DeuTson
e, T2 teuTs
BERIN

31.70. 2031 938568
Nt s

Important: The wallet uses the online ID function
of your ID card. You can use either your ID card or
residence permit to create the digital ID.

Yes, ID card is available

“

These data are shared with the
following provider:

ID card data

Family name Given name(s)
Date of birth Age in years
Authority Created at
Birth name Nationality
Place of birth Birth year

Age equal or over Issuing country

Valid until

Service provider

bd. Bundesdruckerei

Agree by entering your card PIN

{ Reject and cancel process

“

Enter the 6-digit card PIN for

< X

Finally, set your wallet PIN.

your ID card.

E)

Next

Card PIN not set or unknown

e -
1 2 3
ABC DEF
4 5 6
GHI JKL MNO
7 8 9
PQRS Tuv wXYz

Ready to Scan %

50 %

% 3%k %k %k %k %k

Important: Make sure you remember your wallet
PIN. You will need it when you share data from
your digital ID with a service (e.g., a bank). For
security reasons, it cannot be replaced by facial
recognition or fingerprint recognition.

Set Wallet PIN

Digital ID

Erika Mustermann

SVA System Vertrieb Alexander GmbH

https://github.com/german-national-wallet
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/ Technical Background

Decentralized Identities (Issuer/Holder/Verifier Model)

User Interactions

v

I Verifier
Issuer Wallet > %
[ 5 Credential ISSua\nc.e.{ 2 } Credential Presertation [ (Relymg POd"tL/) ]

[ Decentralized Identifiers (DIDs)

o o . e e e o e e = = e mm e e e e e e e e e e e e e e e e e e e e e e e e e e e e e -— - e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = e = e e e e e e e o e o o

https://www.w3.ora/TR/vc-data-model/#ecosystem-overview
SVA System Vertrieb Alexander GmbH /20
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EUDI Wallet Reference IMP'ementntion

: \_ J i
: - 2 :
! EU Standards and Technical Spe.ci'Fica‘tions (sTs) & Impleme_nting Acts (TA4) E
1 \_ / 1
i [ European Digital Identity Framework Regulations (910/2014 & 2024/1183) ] EU Architecture and | |
e P Reference Framework]

{ OpenID4VC Higln Assurance Interoperalailitt/ Profile
[ OpenID for Verifiable Credential Issuance J [ OpenID for Verifiable Presentations

'Z\\/\W\Z'
E T F

W3S

Spe,chc'ications & |
Standard&j
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(oId4ver) (OID4vCP)

SD-IWT-based Verifiable Credentials (SD-IwT V)

RFC 9901 - Selective Disclosure for IWwTs (SD-IwWT)

— e e e e e e e =

)J l OpenlD
)
J
)

Verifiable Credentials Data Model v2.0 (W3c)

. m wm wm wm Em Em o o Em mm wm m wm e e e e =
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/ Technical Background

OpenlD for Verifiable Credential Issuance (OID4VCI): Flow Variants

Wallet initiated Same-device or Authorization or :
or Issuer Cross-device Pre-Authorized Immediate or

initiated Credential Offer Code Flow Deferred

SVA System Vertrieb Alexander GmbH /22



/ Technical Background

OID4VCI: Authorization Code Flow

1.Credential offer
(e.g. via QR Code)

Credential Offer

Endpo?n‘t |

2.Credential Issuer
Metadata

Metadata
Er\dpoint

3.4Authorization

p Request
% Interact(s) Aut L\:;j:t‘on | 4.Issue Code

H olale.r(s) 5. Token Request

Authorization
Endpotn‘t

Token
Endpoin‘t
Credential
Enolpoin‘t

SVA System Vertrieb Alexander GmbH . - . . L /23
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Access Token -‘ 6.Issue Access Token

R Credential
f.Request Credentia o

Verifiable
Credential

8.Issue Credential
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/ Technical Background

OID4VCI: Pre-Authorized Code Flow

’ - 1.Credential offer
Pre.-A;‘t:ohze—d | | (with Pre-Authorized
oae Coo!e.)

2.Credential Issuer

Metadata
Interact(s)

0

H olale,r(s) 3. Token Request

Credential Offer
Endpoin‘t

Metadata

Eno!poin‘t

|
i 4.Issue Access Token
5.Request Credential
Verifiable
Credential

6.Issue Credential

SVA System Vertrieb Alexander GmbH
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Token
Endpoin‘t

Credential
Eno‘pot nt

https://openid.net/specs/openid-4-verifiable-credential-issuance-1_0.html
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https://openid.net/specs/openid-4-verifiable-presentations-1 0O-final.html

/ Technical Background

OpenlD for Verifiable Presentations (OID4VP)

P Verifier
1.Interact(s)
r Wallet \ 2. Authorization Request
(User Agent) (DCAL* Query)
(" Verifiable )
Presentation (VP) e ___ -
3.4uthorization Response ,’ \I
e == - (VP Token with —1= 4.Validate VP !
i Verifiable ! Presentation(s)) _ X j
, e -
Holder(s) | Credentials !
\ " Y,
\ J

*) IP‘.g?‘tgl Credentials Query Language (deaw)

£

"eredentials"; [

" “my_credential’,
“Format"; "mso_mdoc",
"me’ta": {
"Aoctype__vnlue": "org.ise.#367.1.mVRC"

!
"clai ms": [

{"path" ['org.is0.7362.1", "vehicle_holder']},
{"path": ["org.is0.18013.5.1", "first_name"]3

SVA System Vertrieb Alexander GmbH 3 /25


https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html
https://openid.net/specs/openid-4-verifiable-presentations-1_0-final.html

/ Technical Background

Selective Disclosure (Federation vs. Wallet Model)

SVA System Vertrieb Alexander GmbH




Credential Formats With Selective Disclosure Support

" Aspect | mDoc(ISO180135) | SDJWTVC(ETE) |  W3CVC

Encoding

Claim Structure
Type Identifier
Selective Disclosure

Holder Binding

Issuer Signature

SVA System Vertrieb Alexander GmbH

CBOR (RFC 8949)

Namespace Paths
doctype value

Native namespace
selection

DeviceAuth signature
IssuerAuth (COSE)

JSON + Base64URL
Flat Paths
vct_values
Disclosure strings (~)

Key Binding (KB) JWT
JWT Signature

JSON / JSON-LD
Nested JSON Paths
type values

Format-dependent

Proof mechanisms vary
Proof objects or JWT

127
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/ Technical Background

Selective Disclosure with JWTs

Verifiable Presentation (vP)

Pttt T p——

I'Ve.r?Fiable. Credential p \
1 | |
] | 1
A8 o : :
! given_name i "Max, ! |
: "Fami't/_name.": "Muste.r", :— 1.Issues : 4 Validates VP
! "birthdate: "1998-11-01", ! !
| “is_over18": true ! : { |
'\} l ! “is_over18": true |
.‘Z:::::::::::::::::::::..’\ 3
I Signature (Issuer) E
I\ J

https://datatracker.ietf.org/doc/draft-ietf-oauth-sd-jwt-vc
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/ Technical Background

Issuance & Presentation with SD-JWT (RFC 9901) & SD-JWT-VC

Issuer https:/gitlab.opencode.de/bmi/eudi-wallet/eidas2/-/tree/main/03_Open_Online_Consultations/240717_Consultation_Standards_SD-JWT
JWT Disclosures
© plain-text claims salt + claim name + claim value
8 + hashed Disclosures
© mapr—
3 EdX RR i 1
)
ﬂ 162 ht
v signed
\/ by Issuer
End-User
(Holder)
c JWT Selected Disclosures { Key-
O plain-text claims salt + claim name + claim value . Binding JWT
= + hashed Disclosures :
= o e | nonce E
c | | . .
O e A SO S ; audience ;
8 + sd_hash
S . . ‘efc. '
o [ v signed } ------ { v/ signed }
\J by Issuer holder's public key > by Holder
Verifier

SVA System Vertrieb Alexander GmbH /29
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/ Technical Background

German National

EUDI-Wallet Architecture

SVA System Vertrieb Alexander GmbH

)

Legend
External User
Roles/Components A activate wallet
: request PID
Internal Components y [DIERGNLEAD
, delete PID
I delete wallet
\,
(£ User Device 0
r ™
(W o ) Wallet Instance
allet Provider | WE AP i (Wallet App)
Backend 1
k J ( Wall kend A
allet Backen User Interface
Client <—OpenlD4VCl—>
(G ) /
i i EU Ref
' 4 z eference
MDVM <——MDVM API—— oAl el [ Implementation ]
k \_ 2
g \ = OpeniD4VP
- ~ Remgtlfe\r/‘\:SCA AusweisApp SDK
Remote |« Rrwsca AP— 4
WSCA & o
& J

-

Hardware-backed
Key Store
g

i}

app attestations,
push notifications

Mobile
Platform

Provider

https://bmi.usercontent.opencode.de/eudi-wallet/wallet-development-documentation-public/latest/

PID
Provider

Relying
Party
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Verifiable Credentials &
S e I e Ct ive D i S C I OS u re Full Credential (Issued) Selective Disclosure Proof (Presented)

@ University of Example Proof
P . Verified v
. ISsues 1 presents
l > 8 % o Name Alice Johnson

credential

il

verifiable proof Revealed Claims

¥ Degree Bachelor of Science
Issuer Holder Verifier &3 Date of Birth 1995-04-12
Creates & issues Stores credentials Verifies proofs

verifiable credentials in a digital wallet & checks trust 3 StudentID  S12345678

P o (5) Issued 2024-05-10

| g R
& & . ' https://github.com/andifalk/verifiable-credentials-demos

Live Demo

Issue credential Store in wallet
by the Issuer by the Holder LT

CONFERENCE
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/ Summary & Outlook

Shaping Digital Identity in Europe

“Technology is neither good nor bad; nor is it neutral”
(Melvin Kranzberg's six laws of technology)

N\~ 7
&

/ \
Benefits Challenges Next steps
» Digital sovereignty « Trust & governance  Pilot projects
* Privacy by design « Technical complexity  Integration into real-world
« Censorship resistance « Balance Security & Liberty processes
« European » Acceptance & UX « Zero Knowledge Proof
interoperability » Open interfaces/source

» Help shape the future

SVA System Vertrieb Alexander GmbH https://openid.net/human-centric-digital-identity-whitepaper /33
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/ Summary & Outlook

Insight for Architects & Developers

“Architects design trust — Developers bring it to life”

Best Practices

« Privacy by design

» Reference Architecture

» Use of established
libraries

« Automated security &
compliance tests

SVA System Vertrieb Alexander GmbH
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Challenges

Integration of EUDI
Trust models &
Cryptography
Interoperability &
Compliance

UX & Security

Next steps

PoC's with EUDI Wallet
SDKs

Security reviews &
Threat Modeling
Training & Knowledge
transfer
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« EU Architecture and Reference Framework

« OpenlD for Verifiable Credential Issuance 1.0

 OpenlD for Verifiable Presentations 1.0
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Developer References

« EUDI Wallet Reference Implementation

« Recordings of EUDI ON 2026 Conference in Berlin (June 25th 2026)
 Sphereon OID4VC

» OpenlD for Verifiable Credentials - TypeScript (OpenWallet)

» Developer toolkit for OpenlD4VC

« Java Library for SD-JWT (Authlete)

« SD-JWT Implementation in JavaScript (TypeScript)

 SD-JWT Debugger

« Keycloak as a Verifiable Credential Issuer (Experimental)

* OpenlD for Verifiable Presentations Keycloak Extension
» Microsoft Entra Wallet Library for iOS

« Lissi EUDI Wallet

« WaltiD Identity Open Source Identity & Wallet Toolkit
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