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Noch ein Framework?
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Kontext Gesundheitswesen

e Fachliche und technische Spezifika des
Gesundheitswesens

@ SchlUsselpersonen und -organisationen
e Patientenzentrierung vs. Anbieterzentrierung
@ Datenschutz und Datensicherheit

e Nationale Auspragungen
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Schlusselpersonen und -organisationen

e Speicherung

e Konnektivitat

e [ntegration

e [nteroperabilitat Apotheke

/
Versicherte ,
d\‘ - i 7‘ ,\:
‘ﬁm | 1]
~~ R HEEEEN
Fitness %

Notfall

Krankenhaus
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Daten im Gesundheitswesen

® Werden erzeugt (Leistungserbringer und Versicherte)
e Werden gespeichert und verwaltet
o Werden transformiert und ausgetauscht

e Concerns:
Hohe Sensibilitdt der Daten
Anzahl der eingesetzten Technologien und Standards
Anzahl der Marktteilnehmer und deren Systemanbieter

Verteilung relevanter Daten eines Patienten im Lauf der Zeit (wobei
potentiell jede Information entscheidend sein kann)

Lebenslange Relevanz (JPG in 50 Jahren?)
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Resultierende Anforderungen

@ Speicherung medizinischer Daten
e Strukturiert und unstrukturiert
@ Standards fir Akten

e [ntegration
e Adapter und Konverter
® Routing
e Standards
o Semantische Interoperabilitat
e Terminologien
e Standards
e Datensicherheit

® End-to-end Applikationssicherheit
e Organisatorische und technische Aspekie
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Rechtliche Rahmenbedingungen Datensicherheit

e |ISO 27001

e Deutschland:
o Bundesdatenschutzgesetz (BDSG)
e Telemediengesetz

e Regelungen in jedem Land potentiell unterschiedlich
o US:HIPAA

e Eine Security-Infrastruktur muss sowohl umfassend als
auch flexibel sein!
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eHF Charakteristika

Java EE Technologie

Einsatz zahlreicher anderer Frameworks
Modularer Ansatz

Applikationsentwicklung

Integrationslosungen

Dienste fur das Gesundheitswesen

Offene Standards

Neueste Technologien und etablierte Frameworks

Ausgereifte Dienste mit hoher Qualitat, in der Praxis
erprobt

@ Holistischer Ansatz

o Jo2uuiz000 | Java Forum Stuttgart 2009
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Das eHF aus 30.000 ft
ICW eHealth Framework
Development ( Solution Platform h
Environment ' "\ ™\
Application Integration
Platform Platform
\ ) k& J \ J ‘)
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Modulare Architektur

%*
Application |‘ > Configuration
* *
3rd Party Module
Libraries

AN

Library Service * .
Module Module |‘ >|  Service
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Die eHF Application Platform

e N\
Application Platform
ICW eHealth Framework Modules
4 N\ [ )
Application Security
i o ) * Corficate
I L L
I Record ] \Aijtrlerltlc_atlgnll Authorization 1 _V 2" d_a ti_on_ ) ALE
S R Security
I . .
Document ] = _Alidlt_ _ II Identity Token
\_ J L J
4 N\ [ )
Core Infrastructure
rF s mmmEmm=—— 1  cunien e ¥
1 Commons Libraries I Code System | | Composition | | Monitor ,l Entity
e e e e e e e J | S
reEmEmEmEmEmm=—s Y TmmEmEENymmEEm= \I_E___\ N
1 Core 1 I Messaging !l Transform 11 ontent =ity
\ e e e e p o I\ J\ _Scanner , | Relationship
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Schwerpunkt: MDSD

Custom
Java
Code

Generated
Java
Code

Schema
Creation
Script
(Oracle)

I 02. Juli 2009 I Java Forum Stuttgart 2009

Domain Model

Schema
Creation
Script
(HSQLDB)
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Custom
Config

Generated
Config
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Gesundheitsakte: eHF Record

e Speicherung strukturierter Gesundheitsdaten

e Generisches Modell fur verschiedene
Anwendungsszenarien im Gesundheitswesen

e Angelehnt an HL7v3 Reference Information Model (RIM)
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eHF Record: High Level Struktur
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| 02. Juii 2008

Act
| |
Encounter Observation SubstanceAdministration
| | | |
Diagnosis Allergy HealthRisk SimpleObservation Medication Vaccination
QuantitativeObservation || NominalObservation
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Beispiel: Substance Administration

SubstanceAdministration

-doseQuantity : PhysicalQuantity

[y

-ingredients

Medication Vaccination

intake Status Code : Code -booster : boolean
-routeCode : Code

code : Code
longTerm : boolean
routeCode : Code
supplyStatus : Code

-dataEnterer
ticipant
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Beispiel: Observations

Observation
-negationindicator : boolean

T

|

Diagnosis

targetSiteCode : Code
qualifierCode : Code
code : Code

value : AnnotatedCode
longTerm : boolean

I 02. Juli 2009 I Java Forum Stuttgart 2009

Allergy HealthRisk

SimpleObservation

value : AnnotatedCode value : Code
qualifierCode : Code
adverseReaction : String

severity : Code

code : Code
targetSiteCode : Code
interpretationCode : Code
observationContext : String

[

icw

eHEALTH FRAMEWORK

hpm icalQuantity QuantitativeObservation NominalObservation
———= value : PhysicalQuantity value ; Code

value : Double b :

unit * UnitCode hmngE«rantDude : Code
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Dokumente: eHF Document

@ Speicherung von Dokumenten und zugehoriger
Metadaten
® Technische Sichtweise:
@ Unstrukturiert (PDF, DOC, JPG, GIF, ...)

e Strukturiert (XML, CSS, ...)
o Technische Typen: MIME

® Fachliche Sichtweise:
® Fachliche Typen: Arztbrief, Rontgenbild, Laborbefund

@ Versionierung
® Dokumentenbaume
s Beziehungen Dokumente und Stylesheets

18 | oz2.uuizo0s | Java Forum Stuttgart 2009
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eHF Document: Backend Modell

==ehf-domainobject==

Document TypeMetaData ==ehi-domainobject==
ferud, DocumentMetaData
custom ="domainobjact’, {emhedded,
export= none,

expose = nonel expart= none,

expose = none}

+findBySchemaersion type | Code, version : String 1 Documert TypeMetaData

1 -document TypebMetalata

*

==chf-domainohject==
DocumentContainer

fela=s=ifier ="Document",
crud,

custom = "domainobject',
export= none,

expose = nonel

+findBEyDocumertCualifier] documentQualifier : DocumentQualifier ) @ DocumentContainer
+referenceSameDocumentContainer gqualifier! : DocumentCualifier, gqualifier? © DocumentGualifier o boolean

==ehf-operation==+loadAlDocumentsByDocument Typesl scope @ String, documentTypes © Codelist ) DocumentContainer {multiple }
==ghf-operation==+findOhjectzsForReporting context : RetrievingContext, ohjectClazss : Class ) List

1 ~documertContainer

1.% |-documerts

==ehf-domainokject=>
Document
Iclassifier = "Document”, -children
custom ="domainobject”, o+
export= none,
expose = none}
~parent (0.1

19 oz uuizo0s | Java Forum Stuttgart 2009
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Terminologien

e Situation ohne Terminologie

Patient Record

(Practice or Personal
. Health Record
Hostpital)
Diagnosis (professional semantic): Diagnosis (non professional semantic):
,Nicht naher bezeichnete Tuberkulose “Tuberkulose”

der Atmungsorgane ohne Angabe
einer bakteriologischen, molekular-
biologischen oder histologischen Sicherung*

20 oz guizo09 | Java Forum Stuttgart 2009
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Terminologien

e Situation mit Terminologie

Code System:
Patient Record ICD10 GM 2008

(Practice or H

Hostpital)

1.2.276.0.76.5.330
Diagnosis: Code A16.9

Diagnosis (professional semantic):

,Nicht naher bezeichnete Tuberkulose

der Atmungsorgane ohne Angabe

einer bakteriologischen, molekular-
biologischen oder histologischen Sicherung*

I 02. Juli 2009 I Java Forum Stuttgart 2009

OID (Object Identifier):
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Personal

Health Record

Diagnosis: Code A16.9

Diagnosis (non professional semantic):
“Tuberkulose”
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Semantische Interoperabilitat mit Hilfe eines Terminology Service

Send: diagnosis code

- (1.2.276.0.76.5.356, B05) n
Application 1 Application 2

* Terminology Service auf
Basis eHF

 Embedded Betrieb
moglich (eHF Code
System) Terminology

« Standalone Service

(Termonology Server)

22 o2 guiz000 | Java Forum Stuttgart 2009
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Semantische Interoperabilitat

-

A_pplication 1 Application 2

Search code:

category = diagnosis value
search term = ,Masern”
locale = ,de"

»  Terminology
Service

23 o2 guiz000 | Java Forum Stuttgart 2009
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Semantische Interoperabilitat

-

: Application 1 Application 2

Search code:

category = diagnosis value
search term = ,Masern”
locale = ,de"

Result:
code = (1.2.276.0.76.5.356, B05)

»  Terminology
Service

24 o2 guiz000 | Java Forum Stuttgart 2009
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Semantische Interoperabilitat

Send: diagnosis code

- (1.2.276.0.76.5.356, B05)

> :
Application 1 Application 2

Search code:

category = diagnosis value
search term = ,Masern”
locale = ,de"

Result:
code = (1.2.276.0.76.5.356, B05)

»  Terminology
Service
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Semantische Interoperabilitat

Send: diagnosis code

- (1.2.276.0.76.5.356, B05)

>
Application 1 Application 2

Search code:

category = diagnosis value
search term = ,Masern”
locale = ,de"

Result: Resolve code:
code = (1.2.276.0.76.5.356, B05) code = (1.2.276.0.76.5.356, B05)
locale = ,en”

»  Terminology <
Service
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Semantische Interoperabilitat

Send: diagnosis code

(1.2.276.0.76.5.356, B0O5)
— ok

: Application 1 Application 2

Search code:

category = diagnosis value
search term = ,Masern”
locale = ,de"

Resolve code:
code = (1.2.276.0.76.5.356, B05)
locale = ,en”

Result: Result:

A
|
|
|

code = (1.2.276.0.76.5.356, B05) value = ,Measles* I
|
|
|
|
|

»  Terminology <
Service
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Terminologien: OID

o OID definiert
durch ISO
8824/X.660

e Semantikfreie ID
(ahnlich einer
UUID)

@ Obere Levels
verwaltet durch
ISO und ITU

e Untere Levels
verwaltet durch
entsprechend
autorisierte
Entitaten

J 02 sui2009 | Java Forum Stutigart 2009

OID Baumstruktur

Abstract root

Joint-ISO-ITU (2)

ITU (0}
SO (1)
DE) Country (16)
Regsitration |dentified
: fro Country (2 ot X500
standard{V)  Authority (1) y(2) Qrganization {3) o |
dmenic cyuntry
IS0 in ode in ISO'§166
NuUmber of meffic cguntry 130 06§23 i indn
159 stanyards ode in 1503166 (840)
WHO [ DOD (8) CA
cong (124)
US (840) CA Organizations (1)
(124)
Internet (1)
MNetscape (113730}
CDC (114222}

HL7 (113883)

Each node is an integer i =
Organization (3)

ICW (37)
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Konzepte
e Code: OID + Version + Key MIRdecose
e Code Systeme: Konzepte en B8
@ Code Sets: Subsets aus Code Systemen 29
. : | CHILD |
® Code Category: L10N und Gruppierung —

von Code Sets

|"'" HL7 Role... \"|

EXT-GEN-
ORGANIZATION-
TYPE-DE

29 o2 guiz000 | Java Forum Stuttgart 2009
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eHF Code System Module

Category

Code
Set

| 02. uuii 2009

I Java Forum Stuttgart 2009

CodeCategory
name

contains CodeSets

1.*
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==ehf-domainobject==
Medication
{not self.procuct oclisUnde fined ()}
{elassifier = "Medication”,

-instruction : Intakelnstruction
odls : Cotl

e termalized = talse,
-codde : CodefeodeCategary = "C-MEDICATION-CODE", codeValidation}
boolean

langTerm : bool

-routeCode : Code{codeCategory = "C-MEDICATION-ROUTE-ADM", codealidstion }
-supplyStatus | Code{externalized = false, codeSystem = "ICW-GEN-MEDICATION-SUPPLY-STATUS", nulladle = false, transient}

= "ICW-GEN-MEDICATION-STATUS", transient}

Konfiguration

CodeSet 1.” has CodeSystem

name

contains Codes

key has Codes

CodeSystem

oid

1

Zentrale Use
Cases:
Validierung
und Auflésung
von Codes
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Referenzen im Model

==ehf-domainohject==
Medication

fnot zelf product .oclizUndefined() }
felassifier="Medication",
crud,
custom ="domainobject”,
export = internal & external,
expose = internal & external}

-instruction ; Intakelnstruction

-intake=tatusCode | Code{externalized = falze |codeZystem = "ION-GEN-MEDICATION-STATUS" [transient
-code | CodeqoodeCateqgary = "C-MEDICATIDN-ﬁE"f(chEHalldatmn}

-longTerm : boolean

-routeCode Cnde{cndecmegnw = "C-MEDICATION-ROUTE-ADM" | codealidation
-zupplyStatus ;| Codefexdernalized = falze [codeSystem = Tovv-GEM-MEDICATION-SUPPLY -STATUSY, nullakle = false, transient
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Schwerpunkt: Authentifizierung und Autorisierung

e eHF adressiert Limitierungen von Java EE
o Deklarativer Ansatz schrankt Ausdrucksfahigkeit ein
e Nur eine Authentifizierungsmethode pro Applikation
® Beschrankte Auswahl von Authentifizierungsmethoden

o eHF Authentication und Authorization beruht auf JAAS

e Flexible Authentifizierung durch PAM Ansatz

e Security Annotation Framework (SAF) in Kombination mit Access
Decision Framework erlauben flexible Autorisierung

o eHF Komponenten adressieren auch sehr komplexe Anforderungen
aus verschiedenen Bereichen des Gesundheitswesens (wie HRBAC,
IBAC, Voter Mechanismen, ...)

32 o2 uiz2000 | Java Forum Stuttgart 2009
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eHF Authentication
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Filters can be chained

FormLogin BasicLogin CertificateLogin PinLogin
Filter Filter Filter Filter ServletFilter-driven
Enforcement
LoginContext (P
JAAS Authentication ——— 7~
A
LoginModule T SPl Configuration
DefaultLoginModule g Pluggable
e Authenticator

J 02 sui2009 | Java Forum Stutigart 2009
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eHF Authorization

PEP N
—_— Security Annotation — L ;d Annotation-driven
FrameWOI’k (SAF) '\\o : Enforcement
Subject ,l\ Resource

AccessController ? public static void

checkPermission (Permission permission)

JAAS Authorlzatlon Contains all attributes
relevant for the decision
Policy A SPI
Access Decision Extensible
Eramework Access Decision

J 02 sui2009 | Java Forum Stutigart 2009
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Access Decision Framework

1 1
_» | Java.security. = | AccessDecision
Policy — Voter

?______I______'I

¢ l l
e assPolic | AccessDecision ! !
y Combiner

l l

l l

l l

I |
Product Product Product

Product AccessDecision AccessDecision AccessDecision

Combiner Voter A Voter B

: N N

.................... » — — S
use via runtime configuration implements extends use
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Anwendungsbeispiel: Anlegen eines Befundes

eHF Appllcatlon Authentication
Service FYT——— Client
. o uthentication ien
<<extend>> r>D Authentication Module Interceptor (Web browser, Web service)
— |
User ‘
Repository User Mgnt Module
Authentication Event |
Access Decision
— SETEE Authorization
Permission Authorization Module O Interceptor
Database
Create Observation
T Observation Service
ealt
Records Record Module O
,Add Observation‘ Event |
Validation
Service
Code
Systems |/~ | Code System Module —O
Observation
Code Audit Log Audit —
. : Inf ti :
>(O— Messaging Module > )»——>(O— Audit Module f———— 5 a*t\;ggse
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Aufbau von Losungen

Solution ¢

%*

Integration
Component

(Generic - LEGO)
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eHEALTH FRAMEWORK

Integration

Component

Configuration
Component

*
Application ’ >
* * *
Service Library 3rd Party
Module Module Libraries

| 02. uuii 2009
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Die eHF Integration Platform

Integration Platform
Dynamic Language (Scripting) Layer
Extensions Supx)doar;_ei Irosrary
( \Y4 )
Integration Infrastructure Support Libraries
(Apache Camel)
\ J \_ J

Siehe: http://architects.dzone.com/articles/introduction-open-ehealth
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Aufbau einer Route

Trennung technische und
fachliche Routenanteile

Processor
— g—
— ~—
Endpoint Transformer Enrichment
N .
—[D ]}
H_J ~— S~
S— ——
service technical route(s) domain-specific route(s)

exposure

J 02 sui2009 | Java Forum Stutigart 2009

(e. g. Protocol Level)

‘\l‘CW

eHEALTH FRAMEWORK

Implementieren EAI

/ Patterns (Hohpe & Woolf)

Trennung fachlicher und technischer Belange
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Das eHF Development Environment

| 02. uuii 2009

Development Environment

a \(
Build Environment
Code Generator/MDSD y y .
eHF Code Generator aven, iiaven Fiugins,
Continuous Integration
\ J\
a \(

Runtime Environment

Web Server, Serviet
Container, Database,
Java 6

Development Tools

Eclipse with Plugins,
Version Control

I Java Forum Stuttgart 2009
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Holistischer Ansatz des eHF
e eHF adressiert verschiedene Phasen des Software

Lebenszyklus
e eHF ist mehr als eine Ansammlung von JAR-Dateien

> Design >>Developmem>> Integration>> Lucalizatim>> Distributiun>> Depluyment>> Upgrade >

@ Die einzelnen Schritte werden im Produktivbetrieb
genutzt

41 oz guizo09 | Java Forum Stutigart 2009
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ICW und Open Source

e |ICW nutzt eHF auf vielfaltige Weise

e |ICW tragt zur Open Source Community bei QM
o |[CW Ubertragt IP an die Open Source Open source
Community

e |CW hat die Open eHealth Foundation mitbegrindet:

Open eHealth

http://www.openehealth.org
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Die Open eHealth Foundation (OeHF)

e GrUundungsmitglieder:

AGFA 1o A S C
Health ﬁﬁ ‘\‘gnowwm Health %'$‘§ S[;lz?

e Allianz von Industrie und Entwicklern
e Unabhangig, kein Gewinnstreben

e Was stellt die Foundation zur Verfigung?
e Standard-basierte Implementierungen
® Erweiterbare Frameworks
® Werkzeuge fur den Software-Lebenszyklus

43 o2 guiz000 | Java Forum Stuttgart 2009
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eHF und Open Source

e |CW wird das eHF sukzessive uber die OeHF der Open
Source Community zur Verfigung zu stellen

e Erste Komponenten des eHF sind bereits Open Source
s Weitere Arbeiten sind im Gange

e Zele:

Etablierung von Standard-Komponenten, z. B. fur Sicherheit und
Interoperabilitat

Damit auch Schaffung eines BewuBtseins flr diese Themen
Aufbau einer Gemeinschaft und eines Okosystems
Realisierung eines Geschaftsmodells

44 Joz2 guizo09 | Java Forum Stuttgart 2009
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Wo wird eHF heute genutzt?

@ Historischer Fokus: ICW-interne
Nutzung als Technologieplattform der ' LifeSensor’
ICW Produkte
Fokus: Partner und Community
Strategische Partnerschaft mit GE

Hochschulprogramme
Success Story:

Projektpartner Datenbank
Nationalmannschaften
N

GE Healthcare

45 oz guizo09 | Java Forum Stuttgart 2009
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Wie kann ich eHF heute nutzen?

|

e eHF Partner Guide senkt die Einstiegshurde deutlich

46 I 02. Juli 2009
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All on one DVD ...

ra—

Software

==

~

A

Resources

-

.\

Y
Documentation Tutorials
A

-

A

-

‘.

N [

Whitepapers Best Practices

o Y

-

r,

pS

~

icw
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Services

-

\

N

Certification Support

.

-

L

Hosting

N
Consulting

.

L

-

'l =
Marketing / PR BizDev

w L

-

o

Legal

™

Trainings
A
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Technische Use Cases eHF Partner Guide

eHF-based Application

Service Service e
Module 1 Module 2

e Verflgbare Use Cases:

e Entwicklung einer neuen Applikation
Erstelle eines neuen Service Modules
Customisierung einer Applikation
Erstellung eines ReSTful Services %
Erstellung eines Web Services
Nutzung eines Web Services

e Jeder Use Case ...

e Stellt ein Entwicklungsmuster dar flr den —
erfolgreichen Einsatz des eHF _4[

Wird durch ein How-To beschrieben System Boundary 1

e Wird kontinuierlich automatisiert
qualitatsgesichert

Client Computer |

)
g2
© O
=O
w
3
43
7
gz
£
[]
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Wie kann ich den eHF Partner Guide bekommen?

® Download im ICW Developer Network:

http://idn.icw-global.com/ehf-license-ger

http://idn.icw-global.com

| 02. uuii 2009
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Home Forum Downloads

You are here: Home

ICW Developer Network

Login | How to Contribute

Search &}

ICW eHealth Framework
Software Development Kit
eHealth Framework

ICW Professional Suite
Healtheare Connector
Professional Exchange Server

LifeSensor
LiteSensor

Community
Conferences
Forum
Partners

Welcome to ICW Developer Network

The ICW Developer Metwork (IDN) is an open knowledge netwark of experts fram
1CW and its partners. IDN is the primary comrmunication platform for technical
experts and software developers seeking to connect isolated healthcare T
applications. You can get started now by creating a free account giving you access
to white papers, software downloads and the possibility to participate in our
forums.

Recently Posted
Monday, May 25, 2009, by Paul Higging
Going to the Software & Systems Quality Conference Germany?

a

Dir. Matthizs Laux will be presenting on License Compliance Management at the
Software & Systems ...

GETTING STARTED

* Mewto CYi's Solutions and
Technologies

o About ICW Developer Metwork

* RSS Feeds B

= Follow IDR on Twitter =

= Maota member? Join now!

LOGIN

Username:

Passward:
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Zusammenfassung und Ausblick

® Umfassendes Java-Framework fur Anwendungen und
Integration im Gesundheitswesen

e Kontinuierliche Weiterentwicklung entlang des
Marktbedarfes

» Uberfiihrung in Open Source im Gange
e Ziel der ICW: Aufbau einer Nutzer-Community
@ eHF Partner Guide als zentrales Medium
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Fragen?

Feedback?

psd @ www.flickr.com
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Referenzen

e Vortrag Jurgen Groothues (ICW) JFS 2009:
Web Application Access Control with Java SE Security

e |[CW Home Page:

http://www.icw-global.com

e |ICW Developer Network:
http://idn.icw-global.com

e Open eHealth Foundation:
http://www.openehalth.orqg
e |cons:

http://www.freeiconsdownload.com
http://creativecommons.org/licenses/by-nd/3.0
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InterComponentWare AG

S/

Technologie fiir Gesundheit

http://www.icw-global.com

InterComponentWare (ICW) is an international eHealth specialist. At ICW, more than 650 highly
qualified experts worldwide focus exclusively on the development and marketing of components for
the secure and reliable networking of physicians, pharmacists, hospitals, health insurance companies

and patients. ICW is establishing an open, Web-based platform that combines all of the key elements
of the medical supply chain because only a fully integrated health care system will be able to master

the challenges of the future.
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Backup Slides
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License Compliance Management

@ Rechtlich korrekte
Nutzung von Open
Source Software ist fi

ICW essentiell
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- InterComponentWare AG

blackduck

ICW efficiently identifies software intellectual property issues and reduces business risk by using Black Duck™ Protex to

validate the licensing and ownership of open source code

Customer Profile

InterComponentWare (ICW) is an internaticnal eHealth specialist
AtICW, more than 650 highly qualified experts worldwide facus
exclusively on the development and marketing of components

for the secure and reliable networking of physicians, pharmacists,
hospitals, health insurance companies and patients. ICW is
establishing an open, Web-based platform that combines all of
the key elements of the medical supply chain because cnly a fully
mtegrated health care system will be able to master the challenges
of the future.

Business Challenge
1CW products and solutions improve process-orientad
communication and data integrig: ICW leverages open source

software during development and at runtime for most of its cfferings.

Thus, manually analyzing and identifying open sourc compenents

was & cumbersome, time-consuming and inefficient process.

This manual process resulted  according to Dr. Matthias
in delays in development, laux. Head of Basis

. Technology for ICW,
since the lawyers would have | TRl
Previously, we manually

to review the source code, created an mventory list

analyze the licensing impact  of safiware components,
and determing whether *nd then we weuld run

it through our legal

use of the components was department. Sometimes we
in compliance with our  alss censulted with external

policias.”  lowyers specializing in open

source software usage. This

manual process resultsd

in delays in development,

— Siegfried Erb
Build Enginear for I0W
since the lvryers would
have to review the source code, analyze the licensing wnpact and
determine whether use of the components was in compliance
with our policies”
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Siegfried Erb, a Build Engineer for 1CW, explained, This manual
process resulted in delays in development, simes the lowyers would
have to review the scurce code, analyze the licensing impact and
determine whether use of the components was in comphiance

with our policies”

Approach

ICW uses Black Duck Protex to evaluate all the code used in ICW
products. Each software build of an 10W product is run through
Protex, which antomatically creates a Bill of Materials listing all
the open scurce compenents included in the build. Protex guides
persannel in multiple departments at ICW in their daily use of
licensed components, and Protex enables the implementation of

a repeatable business process to suppert corporate compliance
policies. Protex is based en the powerful combination of Black
TDuck’s advanced Code Print™ technology, antomated license
analytics and the werld's most comprehensive KnonwledgeBase of
open source saftware. Protex eliminates slow, cesty and inaccurate
mamal code reviews, and it provides an improved communication

tocl for developers, legal counsel and management,

Protex generates an easy to read report that summarizes the
licensing conflicts in a way that both technical and business
teams across the organization can easily understand. Chligation
fulfillment checklists detail the obligations accumulated from the
licenses, and a Bill of Materials summary includes components,
licenses, approval status and any license or palicy viclations

The reports are e-mailed to development managers and internal
legal staff, automating what had previously been a very time-
consuming, laber-intensive and cumbersome process.

Outcome

By identifying software that could cause conflict with 1CW's
licensing policies early n the develapment process, the company
has reduced software rework caused by the detection of
inappropriate content and has reduced [CW's risk of lagal issues.
Laux said, “Development managers can now swifily determine
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Zertifizierte Sicherheit

e TUV Rheinland Secure IT

e |PS - Internet Privacy Standards
(datenschutz nord GmbH)

o GoodPriv@cy (SQS — Swiss oeme,
Association for Quality and
Management Systems) spin
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Spannungsfelder

® /Zentrale vs. dezentrale Datenhaltung
o Angreifbarkeit bzw. Angriffsvektoren
® GroBe von Schadensszenarien

e Datensicherheit vs. Usability
e Bedeutet hohere Sicherheit zwingend schlechtere Usability?
e Datensicherheit hat hochste Prioritat und ist nicht verhandelbar!

e Patientengefluhrte vs. arztgefthrte Akten
o Sichtbarkeit von Akten
e Zugriffskontrolle
e \Vollstandigkeit von Akten
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Weitere Aspekte zur Datensicherheit in Deutschland

® Prinzipien zur Datenvermeidung

e Datentrennung | | gema

E ] ZWGCka nd u ng Gesellschalt fir Telematikanwendungen der Gesundheitzkarte mbH
® Pseudonymisierung

e Verhinderung der Profilbildung

@ Auch hier mulB3 eine Security-
Infrastruktur Unterstitzung anbieten!
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Integrationsszenarien 1

@ Integrationslogik vollstandig auf dem Bus

, Integration Platform

Consumer 1 rF'rvwil:hr
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Integrationsszenarien 2

@ Fachliche Integrationslogik teilweise in eHF-basierte
Applikation integriert

Integration Platform Provider
Consumer 1 Er1 —
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Integrationsszenarien 3

e Weitgehende Trennung technischer und fachlicher
Integrationslogik mit hoherwertigen Schnittstellen zum Bus

hin
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Semantische Interoperabilitat

Send: diagnosis code

(1.2.276.0.76.5.356, B0O5)
— [ok

: Application 1 Application 2

Search code:

category = diagnosis value
search term = ,Masern”
locale = ,de"

Resolve code:
code = (1.2.276.0.76.5.356, B05)
locale = ,en”

Result: Result:

A
|
|
|

code = (1.2.276.0.76.5.356, B05) value = ,Measles* I
|
|
|
|
|

»  Terminology <
Service
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