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Machine Learning to Production
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[ https://ml-ops.org/content/mlops-principles ]

Different

Teams & Processes
Tools & Frameworks
Technologies

Programming
Languages

Product Integrations
Operation Model


https://ml-ops.org/content/mlops-principles

Examplary System Architecture

* Everything assessable via REST api

* Avoid manual onboarding and configuration

Upload Data >

Create/Train (Model X) >

Product Realm

Machine Learning

Backend Services

Data Mngt
Class. Task

Batch Prediction (Model X)>

Online Prediction (Model X)>



Microservices

How to keep things running?

)/

Upload Data > / Resource-Manager \ New Service
=
Job-Manager

Lifecycle
Data Mngt T ﬁ
Class. Task Batehliyied sionihiode) X)> Custom-App-Manager I Custom-App Management
Online Prediction (Model X)> Monitoring Service l-/ N,

ML-Model-Manager External Data

Synch

Product Realm Create/Train (Model X) >
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GitOps Principles

Vv —

1.  Declarative v—

A system managed by GitOps must have its desired state expressed declaratively.

2. Versioned and Immutable @

Desired state is stored in a way that enforces immutability, versioning
and retains a complete version history.

3. Pulled Automatically C@)

Software agents automatically pull the desired state declarations from the source.

4. Continuously Reconciled Q

Software agents continuously observe actual system state
and attempt to apply the desired state.

[ https://opengitops.dev ]



https://opengitops.dev/

GitOps

* Git as single source of truth for the desired state of the system

* Control loop compares desired and actual state to pull changes
and enforce convergent atomic updates

h ull
& &; 0 Git Repo <p— K8s Cluster
1 pull

{ = GitO
&/ Opelratlco)sr

Cl Server




Classic CI/CD vs. GitOps

Push

ver m K8$Cluster ¢ Imperative
* One-shot

Pull
* Declarative
* Reconcile loop




Advantages of GitOps

Forces declarative description

Scalability, automation, self-healing, recoverable...

Transparency

Cluster updates as sequence of atomic transactions, rollback...
Auditable, succeed or fail cleanly

Developer experience, DevOps velocity
Cl tooling has no production system access
CD tooling retains credentials inside the cluster



GitOps - Cloud Native Operating Model

Unifying Deployment,
Monitoring and Management.

Git as the single source of truth

Deployment y .
o | of a system’s desired state

(clusters, apps)

ALL intended operations are
committed by pull request

Continuous Kubernetes Menitoring

Integration GitOps
(Dbsewab%'m ALL diffs between intended and
observed state with automatic
convergence
l Management |
(operations)

ALL changes are observable,
verifiable, and auditable

“Immutability
Firewall”

[ https://www.weave.works/blog/migrating-legacy-apps-to-kubernetes-with-gitops ]



https://www.weave.works/blog/migrating-legacy-apps-to-kubernetes-with-gitops

DevOps vs. GitOps

* DevOps: It's about a mindset

Collaboration of formerly separate groups/teams/responsibilities

* GitOps: It's about operations

Git as developer tool, but focus on operating model

* GitOps could be used with or without DevOps

@ » T he right way to do DevOps*®

Alexis Richardson







What is kubernetes?

Container orchestrator
Defacto standard for cloud operations

Open source, CNCF

Avoid vendor lock-in

One communication central
kube-api server, YAML format

Controller pattern

Atomic update approach to establish desired state of system



Kubernetes Architecture
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Kubernetes Architecture

k8s cluster

@ Controller Managei

developer apiVersion: vl

@ Scheduler kil’ld 5 POd

T~ . metadata:
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spec:
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GitOps Controller

k8s cluster

P —‘ Master Node —
\\.

@ Controller Manager ‘I‘ \« . )
developer helm apJ.Vers:Lon: vl
API Server © schedjer kind: Pod
I:.‘_ controller. 1
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e etcd .
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user @ Kubelet e Kube-Proxy @ Kubelet e Kube-Proxy @ Kubelet e Kube-Proxy — name: he lm_ con t ro l l er
D @ image: helm-cntl:3.1
»
vy a N NS N
o
v

Helm
Controller
& &

‘n[rﬂ-‘ [l
i i
\ Container Runtime / \ Container Runtime / \ Container Runtime /
\ Worker Node / \ Worker Node / \ Worker Node /




GitOps Controller

k8s cluster

helm-

package.
yaml
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GitOps

k8s cluster

Git Repository A

Helm Chart App 1
Branch X
Branch Y

Tag 1.0

developer
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GitOps

k8s cluster

/—i Node
@ Controller Manager \

developer
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Controller Pattern

e Controller Pattern

*  Nginx: Ingress-Controller
*  Storage: S3/NFS-Controller
 Jenkins Server as Controller of build agents

* Cluster GitOps:

* Declarative description of a k8s cluster (i.e. ClusterAPI)
* Deployment of ,cluster controllers“ and rollout of resources (CRDs)
*  Continuous synchronization via GitOps Controller






Evolution of GitOps Processes

Basic GitOps approach

K8s Cluster

push deploy
app code
A e S cion

&/ Operator




Evolution of GitOps Processes

Split configuration from application code in dedicated GitOps repo

push infra code
K8s Cluster

deploy
GitOps
A Repo
PR RER ® Repo /-3' GitOps
R—J Operator

puII

push
appcode

push
Cl Server s

Registry




Evolution of GitOps Processes

Use CIl Server to automate updates to dedicated GitOps repo

K8s Cluster

push
app + mfra
co e

App . GitOps
Repo /-3' GitOps
R—J Operator

6 e

puII y s\«")

push

Registry



GitOps Maturity

GitOps Maturity Model - Summary

Scaled GitOps
® Fleet management
Advanced Policy enforcement
Enterprise GitOps
A GitOps Everything
Infra, Cluster, Config and Workload
Core GitOps
—_— Bootstrap cluster from Git
& Reconcile workloads

Prerequisites
—_—e Deploy infra & workload
No ongoing reconciliation

GITOPS MATURITY

[ https://www.weave.works/blog/the-gitops-maturity-model ]



https://www.weave.works/blog/the-gitops-maturity-model

Experiences

How to structure your GitOps repo?
According to your process needs

Use separate code repo & config/GitOps repo

Staging: Branches vs. Folders?
Risk of environmental drift! Use branches you can actually merge!

Local Development?
Role of Cl server?
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Tools: Overview

.

Operation in Cluster v v
Image Builds X X
Pipelines X X
Multi-Cluster v v
Terraform Support X X
Version (06/22) 0.31.2 2.4.2
1st commit 04/20 02/18
GitHub Stars 3.5k 9.7k
No. Contributors 106 690
Total Commits 2.200 4.300
Commits (05/22) 27 55
No. Issues 630 3.000
No. Pull Requests 1.000 4.300

[ https://cloudogu.com/en/blog/gitops-tools updated 06/22 by S.Moritz ]



https://cloudogu.com/en/blog/gitops-tools

Tools: Flux & ArgoCD

* CNCF Incubator Projects

e RBAC

* Observability (health status, metrics, notifications)
* CLI for automation and Cl integration

* Webhooks

* Support for Helm and Kustomize

*  Multi-cluster support



Tools: Flux vs. ArgoCD

ArgoCD features:

*  Support for Ksonnet, Jsonnet, and others via the plug-in mechanism
*  Web interface to administer and monitor applications in real time
* SSO integrations for Ul and CLI

Flux v2 features:

*  Support for SOPS
*  Automatic updating of the image version in the Git repository
Authentication of the CLI via Kubeconfig



Tools: Flux vs. ArgoCD

Flux

*  Management Level: Git repo
e Coarsely RBAC
. CRDs: helmrelease and kustomization

ArgoCD

Management Level: Projects and Applications (CRDs)
*  Fine granular RBAC

* Helm templating to k8s manifests

. Ul: Monitoring, transperency, simple to start
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ArgoCD
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The application.yaml

apiVersion: argoproj.io/vlalphal
kind: Application
metadata:
name: guestbook
namespace: argocd
spec:
project: default
source:
repoURL: https://github.com/argoproj/argocd-example-apps.git
targetRevision: HEAD
path: guestbook
helm:
valueFiles:
— values.yaml
destination:
server: https://kubernetes.default.svc
namespace: guestbook




Application Deployment

developer

L&

k8s cluster

. Master Node
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apiVersion: argoproj.io/vl
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source:
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targetRevision: 2.3.12
path: guestbook

default
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Summary

* Remember the GitOps Principles

Versioned, declarative description of desired state
Pull mechanism with continuous synchronization

* Move from CI-Ops to GitOps
* Checkout Flux & ArgoCD

Pure, open source, k8s GitOps Controllers

Q » 1 he right way to do DevOps*“

Alexis Richardson Sebastian Moritz
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