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& Goals of this DFA

- Correctness Analysis

* Proof absence of runtime errors
e Gain confidence in code

* Provide input for other tools
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bR * reduce application size
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R * But: very dangerous!

gL » Compiler optimizations:
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Java Runtime Error Detection through Static Data Flow Analysis

Data Flow Analysis Basics

Idea

Start at main() method and follow all assignments in
an iterative loop.

Result is
e Set of calls
e Set of values for each variable

........
A ]



éilus

recaltinme

PR ST R RN IR I M D M I B b b B L 070
.!-lll-k_'-l.l‘t_-i..‘."- uuuuuuu AR 2l @ ¢

----------

S et ok
T LT
BERAODA TSI 0wt Java Runtime Error Detection through Static Data Flow Analysis

1=y

et Al A
e Ll

------------
(] .

o M L A
« " F

N e T W

&~ Data Flow Analysis Basics

oo Start with the following
gaonoc o calls ={main} (set of calls)
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Java Runtime Error Detection through Static Data Flow Analysis

-~ Data Flow Analysis Basics

A

oo Start with the following
gaeopcco @ cdlls ={main} (set of calls)
o e variables= { } (set of variables x values)
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Java Runtime Error Detection through Static Data Flow Analysis

Data Flow Analysis Basics

Start with the following

e calls ={main} (set of calls)

e variables= { } (set of variables x values)
lterate

e do{

} until fix point is reached;
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Java Runtime Error Detection through Static Data Flow Analysis

Data Flow Analysis Basics

Start with the following
e calls ={main} (set of calls)

e variables= { } (set of variables x values)
Fanibo o lterate
Bl e dof
gy ot calls = calls O

} until fix point is reached,;
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Java Runtime Error Detection through Static Data Flow Analysis

Data Flow Analysis Basics

Start with the following
e calls ={main} (set of calls)

e variables= { } (set of variables x values)
Fanibo o lterate
B e dof

calls=cdllsU{c | Ox:xOcallsO'c(Q" 1Ix}

} until fix point is reached;
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Java Runtime Error Detection through Static Data Flow Analysis

Data Flow Analysis Basics

Start with the following
e calls ={main} (set of calls)
e variables={ } (set of variables x values)

Ferho 0 Iterate
R calls=callsO{c | Ox:xOcalls O0"'cO" Ox}
variables = variables [
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} until fix point is reached;
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Data Flow Analysis Basics

£ Start with the following
gapes e calls ={main} (set of calls)
2500 e variables={} (set of variables x values)
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; ?’:’ﬁ lterate

g e dof

2% u cdls=callsO{c | Ox:xUOcallsd'cO" Ox}
: variables = variables [

{(@X): Ox:xOcalls O'a=new X" [ x) } [
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} until fix point is reached;
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Java Runtime Error Detection through Static Data Flow Analysis

Data Flow Analysis Basics

£ Start with the following
gapes e calls ={main} (set of calls)
2500 e variables={} (set of variables x values)

........
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?’:’*ﬂ lterate

geiio o e dof

REILUL calls=calls O {c | Ox:xOcalls 0'cQ" I x}

: variables = variables O

01 {@X):Ox:xOcallsO'a=new XQ"'Ox) } O
i {(av): Ox:xOcalls O'a=b"0x O(b,v) Ovalues }
: } until fix point is reached;
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SEREED n
- DFA as part of larger Tool Chain
kg _:i Java Source -
e Auxiliary
TR A 5 Annotations
----- . Schedule/
L Network Analyzer
A javac
A ™ Model
' Checker
| M Data Flow A tati
, .Class KeY nnotation
| Analyzer Parser/Editor
1%
Rt {2 Annotation
A Checker
Vi : Flow :
Builder Information Constrainfs
WC Memory
L& Usage Analyzer
i Y WC Execution Runtime

Time Analyzer Monitoring
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Application-wide Data-Flow Analysis

Problems
Identification of objects by type not sufficient
Granularity: Methods and Fields are not enough

Vector vl = new Vector();

Vector v2 = new Vector();

vi.put(new A());

v2. put (new B());

X = vl.get();

v Aa= (A x; [/* howto proof cast is ok? */

we need context information!
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Java Runtime Error Detection through Static Data Flow Analysis

Main Problem

40 Accuracy of context information
3 | * Only type information not sufficient
guii e Complete call chain causes exponential explosion

.......
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0 A useful solution must lie somewhere in between
B * must frace types accurately enough
Zupeo e must run in reasonable time and space
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Java Runtime Error Detection through Static Data Flow Analysis

. Object-Context

o Forvalues

3 e type (new X())

BRCE dllocation site in source (X.java:235)
* object-context: type of this
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Java Runtime Error Detection through Static Data Flow Analysis

- Context information

In calls
* Java method
* value sefts of all arguments
* thread executing method
* current set of locks held
e efc.

........
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Java Runtime Error Detection through Static Data Flow Analysis

- Result

Detailed information on values
vl.get() --> A (Test,java: line 14)
v2.get(Q) --> B (Test.java: line 15)
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Java Runtime Error Detection through Static Data Flow Analysis

. Runtime Errors

i. f (devi ce i nstanceof MDevice) {

MySensor s = (MySensor) devi ce. sensor;

By int value = s.reading();
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% Runtime Errors

R R YL I f (device instanceof MyDevice) {
DU NullPointerException
WA M/Sensor s = (M/Sensor) devi nsor;
LA
;,r int value = s.reading();

. By 2o,
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Java Runtime Error Detection through Static Data Flow Analysis

% Runtime Errors

i. f (devi ce instanceof MyDevice) {

¥ .._. 'r :
ERROUII NullPointerException
< MySensor s = (or) devi nsor;
ClassCastException
Y

I nt value = s.reading();
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Java Runtime Error Detection through Static Data Flow Analysis

""" . Runtime Errors

i. f (devi ce instanceof MyDevice) {

. rF..‘_i R

% "g’ ISIS, NullPointerException
”4 MySensor s = (or) devi nsor;

3 e ClassCastException

I nt value = adi ng() ;
NullPointerException
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- Runtime Errors
device != null

| f Cdevi ce instanceof MyDevice{

SRR = NullPointerException
MySensor s = (or) devi nsor;
: : :Iu-‘ LT

------ ClassCastException

u i nt value = @adi ng();
R NullPointerException
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Java Runtime Error Detection through Static Data Flow Analysis

o device = null
i f Cdevi ce instanceof MyDevice

MySensor s = (or) devi ¢

ClassCastException

n int value = @adi ng();
LA NullPointerException
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Java Runtime Error Detection through Static Data Flow Analysis

 Runtime Errors

o device = null
i f Cdevi ce instanceof MyDevice

MySensor s = (or) devi ¢

ClassCastException

I nt value = @adi ng() ;
NullPointerException



i

GLUS

recaltinme

--------------------
..........................

Yl 2 L) xauuux-.-t.-ln-..-‘-g-ﬁfT'f'f'f",'".': v P P AP o

= =S S ] R R U R L L

B g Dol gl Gl 5" % W W WY

Java Runtime Error Detection through Static Data Flow Analysis

""" . Runtime Errors

i. f (devi ce instanceof MyDevice) {

RO ;5'-

% "g’ NullPointerException v
”4 MySensor s = (or) devi nsor;

% e ClassCastException

I nt value = adi ng() ;
NullPointerException
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A .Eii o . .
g a2y i f (device instanceof MyDevice) {
PR NullBginterException v
R . values(MyDevice.sensor
R Bl o v ClassCastException (My )

pins contains only MySensor
el i nt value = @adi ng();
R NullPointerException
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i. f (devi ce instanceof MyDevice) {

R
LS AR NullRginterException v/
A ?T ':?: MySensor s = (M @ T mm
ROAPLL 11, ClassCastException vqlues_(MyDewce.sensor)
oy contains only MySensor
el I nt val ue = @adi ng() ;
PR NullPointerException
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i. f (devi ce instanceof MyDevice) {

S 5
LS AR NullRginterException v/
WAL MySensor s = ( @.-' ﬂmm
BB ClassCasiException ¢ vqlues_(MyDewce.sensor)
oy contains only MySensor
el I nt val ue = @adi ng() ;
PR NullPointerException
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Java Runtime Error Detection through Static Data Flow Analysis
NullPointerException

e e 0l ] [ P ] o, [ B 1 "

MySensor s = (or) devi o@

I f (device instanceof MyDevice) {
I nt val ue

Runtime Errors
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Java Runtime Error Detection through Static Data Flow Analysis
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¥ g, S ﬂ Runtime Errors

i. f (devi ce instanceof MyDevice) {

M
% ”‘fr_;‘._g;g NelRointerException v
S0 MWSensor s = (or)
DY ClassCastException v MUl O values(MyDevice.sensor)
m,r int value = adi ng() ;
PR NullPointerException
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Java Runtime Error Detection through Static Data Flow Analysis

""" . Runtime Errors

i. f (devi ce instanceof MyDevice) {

AR ;5'-
"g’ NeiPointerException v

ClassCa gption v null O values(MyDevice.sensor)

NullPointerException
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Java Runtime Error Detection through Static Data Flow Analysis

""" . Runtime Errors

i. f (devi ce instanceof MyDevice) {

AR ;5'-
"g’ NeiPointerException v

ClassCa gption v null O values(MyDevice.sensor)

NullPointerException v/
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Java Runtime Error Detection through Static Data Flow Analysis

# . Runtime Errors

) ‘,:‘.,r"_;!f: |f (devi ce instanceof MDevice) {

i
m{-,_}-’.,t’.f NullPointerException v/
MySensor s = (or) devi nsor;
ClassCastException v/
SRR int value = @adi ng() ;
i NullPointerException v/
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LA Java Runtime Error Detection through Static Data Flow Analysis

- Deadlock detection

new Thread() {
public void run() {
synchroni zed (A {
synchroni zed (B) {

}
}
}
}.start();
new Thread() {
public void run() {

synchroni zed (B) {
synchroni zed (A {

}
}
}

}.start();
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Java Runtime Error Detection through Static Data Flow Analysis

- Deadlock detection

new Thread() { Lock Order:
public void run() {
synchroni zed (A) {
synchroni zed (B) { Thread 1: A — B
}
______ J
}
}.start();

new Thread() {
public void run() {
synchroni zed (B) {
synchroni zed (A {

}
}
}

}.start();
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Java Runtime Error Detection through Static Data Flow Analysis

Deadlock detection

new Thread() { Lock Order:
public void run() {

synchroni zed (A {

synchroni zed (B) { Thread 1: A — B
}
}
}
}.start();
new Thread() {
SR public void run() {
;'*%f%?iu synchroni zed (B) {
' fynchroni zed (A) { Thread 2B = A
}
}

}.start();
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Java Runtime Error Detection through Static Data Flow Analysis

Deadlock detection

new Thread() { Lock Order:
public void run() {
synchroni zed (A {
synchroni zed (B) { Thread 1: A — B
}
} }
bostart(); potential deadlock!
new Thread() {
698 public void run() {
;'*%f%?iu synchroni zed (B) {
' fynchroni zed (A) { Thread 2B = A

}
}

}.start();
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Graphlcql Display of Results

X+ =[]

nullPointers (1)

e on []neededSyncs (14 show Java source
‘u classCasts (0) indexOutOfBounds (36 [] show contexts [] show error numbers
deadlocks (2 [ ]lshow Java source overview
arrayStores (0) negativeArraySizes () show locks [] show total nhumbers
illegalsynclses (@) [ ] show Java byte code
"8 illegalAssignments (O divisionsByZero (L) show caller example show correct methods
. illegalwaitllses () [ ] show intermediate code
scopecycles ()
expand x | contract x | Zoom in Zoom out

[»

i, -
afw
i Application

<anonymous package s

'y jawa.io

jawa.lang

IIIL

Java. util

[4]
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Java Runtime Error Detection through Static Data Flow Analysis

Graphical Display of Results

Application

HI <anonymous package s

i jawa.io

jawa.lang

Jawa. util
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‘. Graphical Display of Results

Application
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Java Runtime Error Detection through Static Data Flow Analysis

Graphical Display of Results

Application

java.lang |

Java. util |
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Java Runtime Error Detection through Static Data Flow Analysis

Graphicql Display of Results

public statie weid main{Stringl[]l args)

Application

public weid run{) §

ZANOMATIONS packan symehronized (8] i
]
public weid run{) {
java.io gynchrenized (A)
jawa.lang

Jawa. util
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Java Runtime Error Detection through Static Data Flow Analysis

Graphicql Display of Results

public ztatic wolid maingsString ] args)

Application

public woeid run{) §

synechreniz i
1 Error: |

FOSSIELE DEADLOCE: javaflangfObject[SINGLETOM]: 163 (Deadlock, java: 3[

Zanonamous packag

public woeid run{) §

gymchrenized (h) 1

jawa.io

jawa.lang

Jawa. util
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2o WC Memory Usage HIJA
A High-Integrity
FAY : "a Annotated Java Application
Java Code Auxilary
Annotations
: i Schedule/
; Network Analyzer
( javac )
r Model
; Checker
\j
' »( KeY nnotation
Ses Analyzer ° Parser/Editor
Annotation
= Checker
: ow :
Builder Information Constraints

WC Memory )
Usage Analyzer

WC Execution Runtime

Executable Time Analyzer Monitoring
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Java Runtime Error Detection through Static Data Flow Analysis

Java Application

i Memory Analysis HIJA.....

Heap Use Analysis
* Traverse call graph for each thread
* Sum up all allocations
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Java Runtime Error Detection through Static Data Flow Analysis

Memory Analysis HIJA......

Java Application

200 - Heap Use Analysis
.. *Traverse call graph for each thread

o e Sum up all allocations
Wi

wessi. > jammica test -dfa

Al

u I

T T I

. HEAP USE: 39680 FOR THREAD: java/l ang/ Finali zer Thread
500 HEAP USE: 0 FOR THREAD: test$1: (test.java:6)
gruooci. HEAP USE: 0 FOR THREAD: test$2: (test.java:14)
FEE0 1 HEAP USE: 851200 FOR THREAD: | NI TI AL THREAD

I EdLy

DFA DONE: 6431ns.
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Analysis Limitations:

No information on

i *loop counts

g * recursion depths

e * array lengths

o We need annotations to provide this information!
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Annotated
Java Code Auxilary
Annotations

Network
Analyzer

Schedule

) Analyzer

Model
Checker

Data Flow Annotation
( Analyzer KeY

Parser/Editor

Annotation

Y Checker
Flow

Information | Constraints

WC Memory )
Usage Analyzer

A WC Execu’rion) Runfime
Time Analyzer Monitoring
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. HUA
=~ Tool Chain

Annotated
Java Code

Auxilary
Annotations

HIJA.....

Java Application

2 Network
A Analyzer
AR ::i Schedule
e A et Analyzer
‘g( javac )
‘ $£ﬁ.;';1'_',_-,_', Model
S Checker
. Data Flow
.Class 4’( Analyzer ©r
..... Annotation
Flv Checker
. ow
BU_”der Information

WC Memory )
Usage Analyzer

4/ WC Execution

Time Analyzer )

\
C Annotation )
Parser/Editor

Constraints

Runtime
Monitoring
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Java Runtime Error Detection through Static Data Flow Analysis

Java Application

Network
Analyzer

DL i Schedule
— Analyzer

)

Model
Checker

Y

A, | * Data Flow A t .I.ion
.class 4( KeY C nnota )
Mo Analyzer Parser/Editor

Annotation
Y Checker

{ — Flow :
WX 10, Sulcer Information | Constraints
R a1 1 \ WC Memory
AR Usage Analyzer

WC Execution Runtime
Time Analyzer Monitoring
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Java Runtime Error Detection through Static Data Flow Analysis

. Current Status: HIJA.....

Java Application

--------

i :-**:'_*-.:}.ii'-.'"_gi; Industrialisation Phase:

;, * Non-graphical Prototype tested extensively by users
B (Thales Avionics, Fiat, Telecom Italia)
PRV o Very positive feedback, but also long list of requests

#2500 forimprovements

---------

* Graphical version available

%t - * Suggested improvements are being implemented

________

rrrrrrrrr

.......

111111111

-------
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Java Runtime Error Detection through Static Data Flow Analysis

Conclusmns
’:' " DFA provides a means fo prove the absence of
f'“j;:}:::; j': important runtime errors and to detect program errors.

i,. -3 : - The use of this analysis is fully automatic. A very fast

......

Ieornlng curve ensures early successes.

......

- However, analysis for large applications using dynamic

class loading, reflection, natfive code, etc. is imited.
;;tg:::! | ) |

________

rrrrrrrrr

§6 8o M

g"ﬁ' ER c%JamaicaVM
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Java Runtime Error Detection through Static Data Flow Analysis

. DFA Performance HIJA .

Java Application

4t Analysis imes for SPECjvm98 benchmark tests

i Test time/sec Types with reduced acc.
i check 49
! Lha. compress 12
RIUBLII jess 62,7

Lo raytrace 50
db 11,2
Feoiho . javac 7105
wEVLLEE . mpegaudio 15
SEr o, mirt 49,
jack 25,1
checkit 14,8

‘.".“1"' F i) o
?\, [
'r'a: e W -
b, v UL e g Ty ™ oy T
= - o’ o L L T

@)
O —— 00O —WwWOoOoOo
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Java Runtime Error Detection through Static Data Flow Analysis

8,50 <1 v

'Ui,‘_l | L] LN

s DFA Performance HIJA

:’ﬁ.*'e".".‘- 1y High-Integrity

)U‘Iw: ! ’.- Java Application

.

LY Al bl R u u "

wpo - Analysis times for SPECjvm98 benchmark tests

L

i Test NullPointer llegal Casts  |ArrayStore Deadlocks
. N d ARSI pot. error analysed ratio \p.e. an. ratio  p.e. an. ratio  p.e. an. ratio
Ry oiaans, check 10 19583 1% 3 49 6% 0O 45 0% 0O 48 0%
WE i compress 33 1813 2% 4 54 7% 1 43 2% 5 43 12%

ST jess 552 5265 10% 16 120 13% 1105 1% 5 60 8%

v raytrace 452 3398 13% 5 58 9% 2 57 4% 20 60 33%
. f 1o db 102 2370 4% 5 73 7% 1T 39 3% 5 56 9%
LUV javac 1726 9884 17% 213360 59% 18457 4% 17 87 20%
% 5001 1. mpegaudio 112 Q605 1% 9 60 15% 1944 0% 5 42 12%
R LAY L mtrt 452 3400 13% 5 58 9% 2 59 3% 20 60 33%
R0 jack 286 5103 6% 8 141 6% 1T 99 1% 5 45 11%

W0 hello 0 1012 0% 0O 41 0% 0 21 0% 0O 35 0%
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Java Runtime Error Detection through Static Data Flow Analysis

DFA Performance HIJA......

Java Application

......

f‘;f:; Analy5|s times for SPECjvm98 benchmark tests
:;,1 - Test NullPointer llegal Casts  ArrayStore Deadlocks
o pot. error analysed ratio  p.e. an. rafio  p.e. an. rafio  p.e. an. ratio
Fanes. check 10 1953 1% 3 49 6% 0 45 0% 0O 48 0%
i'}-,.:1 ! compress 33 1813 2% 4 54 7% 1 43 2% 5 43 12%
s jess 552 5265 10% 16 120 13% 1105 1% 5 60 8%
Lo raytrace 452 3398 13% 5 58 9% 2 57 4% 20 60 33%
Wiyt db 102 2370 4% 5 73 7% 1 39 3% 5 56 9%
BULIIS javac 1726 9884 17% 213360 59% 18457 4% 17 87 20%
o mpegaudio 112 9605 1% 9 60 15% 1944 0% 5 42 12%
S mirt 452 3400 13% 5 58 9% 2 59 3% 20 60 33%
e jack 286 5103 6% 8 141 6% T 99 1% S5 45 11%
0 35 0%

B hello 0 1012 0% 0 41 0% 0 21 0%
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Java Runtime Error Detection through Static Data Flow Analysis

.. Applying DFA to RTSJ code
ii:% . Detecting Scope Cycles
it S » MemoryArea is recorded on every call to enter()
* Nesting order free of memory areas is recorded

* A potential error is flagged if nesting order not
cycle-free

sy Ty = = b By by S S
¥ g ¥ o F g g
LRIt e et ) oy T
it =i Pl il
2 Zr SChCd 2 2 o 2y B el )
[y _ iy y y r

'''''''''''
g
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Java Runtime Error Detection through Static Data Flow Analysis

_ Applying DFA to RTSJ code
%i‘i E Detecting Scope Cycles

.......

A » MemoryArea is recorded on every call to enter()
BRI , ,
e AREE * Nesting order tfree of memory areas is recorded
o /. Vol . . . .
Beiyicr o * A potential error is flagged if nesting order not
x g-‘{fﬂf B cycle-free

w1 Results

% Wi e allscope cycles are detected

---------

rrrrrrrrr

250 e false positives if different nesting is used at different
BETbG points in fime

-------
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Applying DFA to RTSJ code

Assighment Checks

MenoryArea nml = new LTMenory(100000);
MenoryArea n2 = new LTMenory(100000);

ml. ent er (new Runnabl e() {
public void run() {
final A o0l = new A();

SESERER m2. ent er (new Runnabl e() {
T public void run() {
BRI AL A 02 = new A();
BBRgO 02.f = o1;
LA 0ol.g = 02; // illegal assignnent!
f45es )
e })
o }
~§?H' b
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Applying DFA to RTSJ code

Assighment Checks

MenoryArea nmlL = new LTMenory(100000) ;
MenoryArea n2 = new LTMenory(100000) ;

@%ﬁ@mdbi 1 B > il
pu C void run() { lEn’rered before

s new A();
pupt old run() {
PR A L A 02 = new A();
BB 02.f = ol;

e B ol.g = 02; // illegal assignment!

—» P

e
Nl
~h

L e s

i i e e
[ACR- o
- o

LELIGEEE
O S

1),

D DIRZH

*

1),

S
¥
I T R
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A,
... Applying DFA to RTSJ code
w0 Assignment Checks
MenmoryArea ml = new LTMenory(100000);
MenoryArea n2 = new LTMenory(100000);
ml. ent er (new Runnabl e() { ol in nl
s publ i ¢ void run()} { lEnTered before
final new A(); :
SRR public_vaid run() {
A AC02 = new A();
: “ 02. 3=
WAL ol.g = 02; // illegal assignnment!
e }
Y ok
SESER )
OB b
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. Applying DFA to RTSJ code

%iﬁ; Assignment Checks

B0 MenoryArea nl = new LTMenory(100000) ;
JE0U%00 MenoryArea m2 = new LTMenory(100000);

lllllllllll

!!!!!! " Y . L= JHHHH.""“".‘H
i T T e T T

tttttt

EEE L0 mL. ent er (new Runnabl e() { ol in nm
b public void run() { assigned 1 I lEn’rered efore
R ERE final A ol = new A(); _
A n2. ent er (new Runnabl e() { 02 In nk
A A public void run() {
AR A 02 = new A();

i 11 egal assignnment!
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Applying DFA to RTSJ code
Assighment Checks
MenoryArea nmlL = new LTMenory(100000) ;
MenoryArea n2 = new LTMenory(100000) ;
mL. ent er (new Runnabl e() { ol in nil
publ i ¢ void run() { assignedt to | | enterea betore
final A ol = new A(); :
2. ent er (new Runnabl e() { 02 In n?
T public void run() {
A 02 = new A();
BERwLo 02.f = ol;
LA 0l.g = 02; // illegal assignnent!
P }
R ok
SR J
g b



@US

................. recaltinme
R e TR FPRRNREH AR
anw S 5 L T R :
2o B e T T ] . . .
EAA A e Java Runtime Error Detection through Static Data Flow Analysis
s

Applying DFA to RTSJ code

Assighment Checks

MenoryArea nmlL = new LTMenory(100000) ;
MenoryArea n2 = new LTMenory(100000) ;

mL. ent er (new Runnabl e() { ol in m
pub! Ic void run() { assigned To' hlEnTered before
final A ol = new A(); \
02 I1n nP

A m2. ent er (new Runnabl e() {
T public void run() {
RRRRUDYL ) A 02 = new A();
EERLC 02.f = ol;
LA 0ol.g = 02; // illegal assignnent!
AR }
AL b
b }
g b
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Applying DFA to RTSJ code

Assighment Checks Output

POTENTI ALLY | LLEGAL ASSI GNEM:
to field A g (test _assign.java: 64)
class: A 114:5 (test _assign.java: 35)
{IN. LTMenory: 3 (test _assign.java: 23)}
<== class: A:190:5 (test _assign.java: 39)
{IN. LTMenory: 4 (test_assign.java: 24)}

y
o) e e e = bt
- L e B . ot o o -
!I_".,l_.h_ TR e L L S L S e - =
B et e, Mo, gy B M S e gy e M gy e e s
LR P o ¥, 0ot o 0 o ¥, 0l o 0,0t LR - CRe
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.
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s

Applying DFA to RTSJ code

Assighment Checks Output

POTENTI ALLY | LLEGAL ASSI GNEM:
to field A g (test _assign.java: 64)
class: A 114:5 (test _assign.java: 35)
{IN. LTMenory: 3 (test _assign.java: 23)}
<== class: A:190:5 (test _assign.java: 39)
{IN. LTMenory: 4 (test_assign.java: 24)}

y
o) e e e = bt
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Applying DFA to RTSJ code

Assighment Checks Output

POTENTI ALLY | LLEGAL ASSI GNEM:
to field A g (test_assign.java: 64)
class: A:114:5 (test_assign.java: 35)
{IN. LTMenory: 3 (test _assign.java: 23)}
<== class: A:190:5 (test _assign.java: 39)
{IN. LTMenory: 4 (test_assign.java: 24)}
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Applying DFA to RTSJ code

Assighment Checks Output

POTENTI ALLY | LLEGAL ASSI GNEM:
to field A g (test_assign.java: 64)
class: A:114:5 (test_assign.java: 35)
{IN. LTMenory: 3 (test _assign.java: 23)}
<== class: A:190:5 (test _assign.java: 39)
{IN. LTMenory:4 (test_assign.java: 24)}
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W o Java Runtime Error Detection through Static Data Flow Analysis
AT

TR AR .

% Analysis Results HIJA..... .
PR 1 Ly 111

;%‘é-,' i > jammica -dfa test

Ferns oo NEEDEDSYNCS . 29 (Z9Nocations out of 78)
J‘ﬁé}n;:ﬁg:;g-; DEADL OCKS ;101 (cati ons out of 79)
Feens o SCOPE CYCLES : 0 ( NQ~Xocations out of 0)
b - ‘ﬁj‘;ﬁiﬂ;g-,i'_; . | LLEGAL ASSI GNVENTS ; 0 ( | ocati ons out of 764)
%5y, .. CLASSCAST EXCEPTIONS : 128 ( 1f locations out of  90)

W% . ARRAY STORE EXCEPTI ONS 3 ( | ocations out of  310)

Siini NULL POINTER EXCEPTIONS: 503 (13P |ocations out of 11041)

545701+ test.dfa_results.summary
' + test.dfa results

JEEDY # of Source Code Positions
DY) with this problem

& "I.‘I‘I'-‘l‘. :: i
DR Lo
;e
(o)
i Ll '
. FIvive s
LN L .
&b e ns LI PLRE
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Java Runtime Error Detection through Static Data Flow Analysis

Conclusion

?5” The RTSJ is the established standard for realtime Java.
#25.. The HIJA project extends the domain of Java by

Zy - safety- and business-critical applications.

B Z;f-i?'f-?i-sz?;: Automatic tools for correctness analysis reduces the

manual validation & verification work significantly.

........

.........

:. Project homepage: www.hijainfo.

________

rrrrrrrrr

135 R c7Jamc::icaVM

"""" wWWwWW.Qicas.com
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| Java Runtime Error Detection through Static Data Flow Analysis

s Id 50+ o0
i

%, Who is aicas GmbH?

‘t“:’f:";_{.'-: - * Founded in March 2001 in Karlsruhe, Germany
v » Products: Realtime Java implementations

AERO cTJamaicaVM

* Today: 20 employees, offices in Karlsruhe (D), Berlin
(D) and New Haven/CT (USA)

VM

g T R g A 'y =
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hy AP 1
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L1 e B R L L

Busmess Critical Profile HIJA.......

Java Application

--------

Relaxations compared to safety-critical profile:

* dynamic features for non-critical tasks

* Strict Partitioning for critical tasks:

: SRR * Memory: Local memory area for each task
g e CPU utilization

200 * Tools fo proof correctness of crifical tasks

TTILILIE,

.........

111111111
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Java Runtime Error Detection through Static Data Flow Analysis

. HIJA Tools: HIJA......

Java Application

¥
L
i,
1
1
«"
=g

''''''''

#:%7. = Tools for correctness proof of application:

* DFA analysis o proof albbsence of runtime errors
* Formal verification using JML annotfations (KeY)
* Model-Checker based tools to verify distributed
system and mulfi-threading
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fﬂii}f;_ DFA in HIJA Tool Chain HIJA ... .

5 _;%i.'u,i;_f' 'j Annotated Java Application
i"""ﬁ-i}f_ s Java Code Auxilary
LA %ﬁ;i;_;-_,‘ % Annotations

e i'p”trl : _:IH
ot A ; ( Schedule/
etwork Analyzer,
R ) Model
etk RS
Wk 4. a4 " s Checker
PR iy S \ Y_
e v *class ———» dra Fow 47‘ KeY \ C Annotation )
By 20 il Analyzer Parser/Editor

- y . _3, ! Annotation )‘
LR A Checker

PR , Flow = -
HHR H«;:_-: ( Builder ) . | Constraints

QA Information -
R WC Memory )L/
RN T s Usage Analyzer

o de i A S
A1 18e . .
MOSAEEEN WC Exeou’non)i Runtime )
AT 1 ExecLiable Time Analyzer Monitoring
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Java Runtime Error Detection through Static Data Flow Analysis

Safety-Critical Profile HIJA.....

Java Application

.......

1. Guiding Principles:

i .+ Conservative approach
R * N0 concepts that go too far for SC community

b ”‘ * Do not fragment the market:

ﬁ?ﬁ—‘s&_ﬁ: k + Base specification on standard Java and RTSJ
BESL + SC-Java programs should run on any RTSJ JVM

2o« Use of annotations for off-line checking, not for
EROOLUL semantic changes

________

rrrrrrrrr

.......

111111111

-------
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LA AN 110

= The HIJA Safety-Critical
& Java Profile

... building certifiable applications
with Java technology

oy
Wy ¥ Wy vy ¥ ."
© w o a e i, - S g
£l |_'.,l_.|._ ¥’ - = W = = i = C e =
B et e, Mo, o e F e el £ i i B g 3 =
R e e o F R o F, ot o B R o F, P f o B 0
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i

: Dr. Fridtjof Siebert
Director of Development, aicas GmbH
Embedded World Conference
R NUrnberg, 2006
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. HUA-Project: High-Integrity Java

. 1
YR

- e
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Java Application
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... Project overview:

e 6th FP EC-funded project

* started June '04

e duration: 27 months, until Aug'06

* Project coordinator: The Open Group
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7 HUA-Project HIJA.....

Java Application

FiR w Project partners:
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Project Overview HIJA......

Java Application

Goals
* |dentify suitable profiles
* Tools for functional and non-functional analysis
* Reference implementations of profiles

Work based on results of earlier projects:
HIDOORS, AJACS, Expresso, KeY, etc.

VM

CTJGmGiCG VM A.)
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Project Overview HIJA......

Java Application

%”" Three main profiles are defined:
;, All are subsetting the Java language, standard APls
. i and Realtime Specification for Java (RTSJ)

ii . Safety-Crifical profile
Ben + certification up to the highest criticality level
(DO178B-A).

%E«'.{%".‘- * Business-Ciritical profile

TTILILIE,

________

ﬁ%ﬁlﬁi}fg}; * Flexible Dynamic profile (OSGi, etc.)

.......

111111111

-------
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Safety -Critical Profile HIJA.....

Java Application

Severe restrictions on Java and RTSJ:

* Clear distinction: initialization phase, mission phase
* No dynamic loading, thread creation, etc. during
nission phase
* No GC
* Strict Partitioning:
* Memory: Local memory area for each fask
* CPU utilization; RTSJ cost monitoring
* Use of annofations to document correctness of
classes
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& HIJA SC-Java Profile HIJA......

T haaEr —
'_..I;'ﬁ-_i,' JL:"'F' UL Java Application

i, Concurrency Model:
£ e Fixed-priority preemptive scheduling, 28 priorities
%gr: * FIFO within priority

FERoio .

200 Schedulable Objects:

227 e Periodic Threads

#2500 * BoundAsyncEventHandler

%ﬂf"@i{‘-!:ﬁ - e dll threads and handlers created in inifializafion

$2ove - phose.

$29%0 Synchronization:

g2« Via Java synchronized methods

:;?:'?_??E;*; -~ * Priority Ceiling Emulation Protocol
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HIJA SC-Java Profile HIJA.....

i.'U,"w',: LA Java Application

.......

;- Memory Management Phases:

S0 e |nifialization phase:

By # dllocation in Immortal Memory only

i * Mission phase:

RN allocation in Scoped Memory only

B e each scope local to one task

B * NO sharing of objects in scopes between tasks
Brirn * scope is cleared affer each release

rrrrrrrrr

.......

111111111
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& HIJA SC-Java Profile HIJA......

_..I'&._i,j“:',“': : - Java Application

4., Absence of memory related muntime errors:
2.+ Static analysis of worst-case stack
zpco @ Sfatic analysis of worst-case heap
Feams e Static analysis of to avoid AssignmentError (no

YA storing of scoped references into objects with
s longer lifespan)
PRBAHLT

i R

FIAEALS

g2, Use of annotations:
20« To document scope-safety of library code
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Java Runtime
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Error Detection through Static Data Flow Analysis

Reference Valu

e ldentification

Objects are identified by Allocation Point
* v1is Vector(Test.java:12)
* v2 is Vector(Test.java:13)

and (recursively) by a list of allocation contexts
(instance of ,,this* at allocation site)

e v].data is Object((Vector.java:54)

Vec

for(Test.java: 12);

e v2.data is Object()(Vector.java:54)
Vector(Test.java:13);
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Granularlty

%?fi -iif Do not work on methods, but on Call Points

.......

;, Call Points are identified by
25 :w » Set of Values of ,this™ or first argument
5 4_ * Vector(Test.java: 13)

example: 2 call points for Vector.put

ERRUDYL * Vector.put( Vector(Test.java: 12),
g A(Test.java:14))

* Vector.put( Vector(Test.java:13),

A(Test.java: 1))

.......

111111111
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dpn i 4._._!.;1 Cisan,

Granularlty

fﬁ‘i = example: 2 conditional values for data array

* Vector.data(x) is A(Test.java: line 14)
- if data is Object()(Vector.java:54)

% ?’E’t g Vector(Test.java:12);
YA Vector.data(x) is B(Test.java: line 15)
BenTy o if data is Object()(Vector.java:54)
o Vector(Test java: 13);

.......

TTILILIE,

........
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= Llllﬂ!:"_\

-:_ Memory Analysis HIJA. .

Java Application

Stack Use Analysis
“* Traverse call graph for each thread
;;° Find maximum stack use in each branch

Pl i Pl il
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Memory Analysis HIJA.

By ';;,jf:'-;’:f-r"Stack Use Analysis
200 e Traverse call graph for each thread
it u,q-;g'_‘ ;-;- Find maximum stfack use in each branch

all aW oW
_1.l-|-_

r},)_;‘;’%f1> jamai ca test -dfa

'''''''''''

RD STACK USE: 1264 FOR THREAD:. java/l ang/FinalizerThread
"’””“’“"'STACK USE: 104 FOR THREAD: test$l: (test.java:6)
> ”",’?i, STACK USE: 104 FOR THREAD: test$2: (test.java:1l4)

......

P STACK USE: 1764 FOR THREAD:. | N Tl AL THREAD

.......

DFA DONE: 6431ns.

111111111

.......



@US

................. recaltinme
R e TR FPRRNREH AR
anw S 5 L T R :
2o B e T T ] . . .
EAA A e Java Runtime Error Detection through Static Data Flow Analysis
s

Applying DFA to RTSJ code

Assighment Checks

MenoryArea nmlL = new LTMenory(100000) ;
MenoryArea n2 = new LTMenory(100000) ;

mL. ent er (new Runnabl e() { il
public voLd— lEn’rered before
fi na
AL me. ent er (7 Rormabl e() | 1%
T public void run() {
BRI AL A 02 = new A();
BBRgO 02.f = o1;
LA 0ol.g = 02; // illegal assignnent!
e }
e })
PR }
L R
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... Applying DFA to RTSJ code
oo Assignment Checks
Ao A
sy MenoryArea ml = new LTMenory(100000);
Menmor yArea n2 = new LTMenory(100000);
mlL. ent er (new Runnabl e() { ol in nml
public void run() { lEnTered pefore
final A 0ol = new A();
n2. ent er (new Runnabl e() { np

public void run() {
SRR A 02 = new A();
BRI 02.f = ol;
RN DL 0ol.g = 02; // illegal assignment!

1),
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s

Applying DFA to RTSJ code

Assighment Checks

MenoryArea nmlL = new LTMenory(100000) ;
MenoryArea n2 = new LTMenory(100000) ;

ol in nil
lEn’rered before

mlL. ent er (new Runnabl e() {
public volLc .

i na
A m2. ent er (ewRarmabl e() { 19%
T public void run() {
BRI AL A 02 = new A();
BBRgO 02.f = o1;
LA 0ol.g = 02; // illegal assignnent!
AR }
R b
i, }
o b



